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1. MUC PiCH

Quy trinh nay nhdm quy dinh c4c budc luu trit va sao Iy, phuc hdi dit liéu cta hé
thong Cong nghé thong tin dé dam bao toan dit liéu cua bénh vién khi hé théng gap su
cd.

Dit liéu bénh vién dugc luu trit tp trung tai cac thiét bi:

e May chu chinh Database

e Mady chu tng dung

e May chu du phong

e Thiét bj luu trit SAN

e Cloud Server dit tai Viettel IDC

Chu thich: tuy theo nhu cAu va mtec dd tang trudng dir liéu, bénh vién s& dau tu
thém méy chu, thém thiét bi SAN/NAS va thém cloud server d& dam bao di dung lugng
luru trit, luu trit an toan, bao mat c4c dit lidu.

2. PHAM VI

Trach nhiém ap dung: b phan CNTT va c4c khoa phong.
3. TAI LIEU VIEN DAN
~ Tiéu chudn TCVN ISO 9001:2015.
4. PINH NGHIA/VIET TAT

*Admin: T6 truong t6 Hé théng mang, nguoi chiu trach nhiém quén ly sy van
hanh toan bd hé théng mang;

*He thong CNTT: Toan bd co sé han ting trang thiét bi CNTT, hé théng phén
cu'ng, phin mém, CSDL thiét 1ap nén hé théng CNTT trong Bénh vién cling nhu hé -
théng logic CNTT ciia Bénh vién;

* Hé thong Server: La hé thdng céc mdy chu dit tai phong may chu téng 10 nha D
ctia bénh vién. Tir ddy hé théng may chu cac thiét bi mang, dugc két ndi véi nhau d@é
thiét 14p nén mang logic van hanh hoat dong 6n dlnh thong subt trong toan bénh vién.

*Sao luu dir liéu: 1a khi hé théng c6 su ¢b va bi mét dir liéu, c6 thé dung dir liéu
dun phong dé thay thé, phuc hdi dir lidu trén hé thong

*Phyc hdi dir liéu: 14 khi hé théng ¢6 c6 s ¢b va bi mt dix liéu, c6 thé ding dir
liéu dé thay thé, phuc héi lai dit lidu trén hé thong

*Sao luu ty dong: Backup server sé tu dong sao luu du liéu theo lich do phong
CNTT cai dat. Tat ca dit liéu duge sao luu tw dong qua céc budce sau:

e Xéc dinh dit liéu cin sao luu.

» Dat lich sao luu ty dong.

e Khai béo dia chi luu dir liéu.

e Kiém tra thuong xuyén dit liéu duoc sao luu, dam bao dit lidu sao luu phai
dugc toan ven.
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* Phén loai dir liéu: dit liu sao luu dugce chia lam 3 dang chinh sau:
e (Cosodirliéu cia ph?m mém HIS, LIS, PACS, EMR (SQL Server)
e Cac file PDF, HL7 ctia phin mém EMR
e Cic file anh DICOM ctia hé théng PACS
5. NOI DUNG QUY TRINH

5.1Backup dir liéu EMR- Hb so bénh 4n dién tir
- Sao luu dir liéu sang may chu backup
e HL7 CDA file (bdn tin ma hod va khéng ma hod)
e HL7 Fhir file (ban tin ma hod va khéng ma hod)
o PDF ky sb file (bdn tin ma hod va khéng ma hod)
- Sao luu dit liéu sang may chu cloud dugc dit tai IDC
e Su dung giai phap SVN server
Commit dir liéu backup EMR dugc ma hoa tir Local
Tai may chu backup local thuc hién add force va commit dir liéu HL7 CDA, HL7 fhir va

pdf ky s6 duoc ma hoa 1én CLOUD server dugc dat tai IDC Viettel theo cdu 1énh trong
file .bat

.g Backup FPT.bat - Notepad
File Edit Format View Help

| @ echo Copying data ..

@ echo off

xcopy "\\18.3.1.5@\eHospital DKQuangNinh™ "D:\Backup FPT" /D /Y /Z /I /E
@ echo Done.

pause

Thuc hién 14p lich cAu hinh commit dit liéu béng ph?m mém Task scheduler, tro toi file
Jbat dugc cdu hinh, lich dugc lap déy dir lidu backup 1én hang ngay, mdi ngay 05 lan

B Task Scheduler
File Action View Help

| =i E e

3% Task Scheduler (Local)
v g?g} T:sl:Sé\edular Library
3 Microsoft

i Name
Tl Adobe Acrobat
o oPico

Status Triggers
Rudy Multlple mggm defined
ady___ At 11:52 PM every da
: ery

Dis. nbled At 11:03 PM every day - After triggered, repeat every 1 hour for
Ready Multiple triggers defined

7:20 PM every day - After triggered, repeat every 1 hourfora ¢
(e s

ocUpdate.
& Co:CocUpdaxa
& GoogleUpdneT @

Lecation:
Author: ©  MRBUNAdmin

Description:

#: Run only when user is logged on

A s

#

@i Refresh

: Export...
. Security options - 4% Properties
[ When running the task, use the fcllowing user account: K Delete
| Admin Help

%] Create Basic Task...

; New Folder...

« End

Create Task...

Import Task...

Display All Running Tasks

Enable All Tasks History

View >
Help

Run

Disable
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i BE C\Windows\system32\cmd.exe v o |

Copying data ..
\\16.3.1.58\eHospital_DKQuanghNinh\ehospital_ backup20012020

Update dir liu lén cloud tur dit liéu backup local

Thuc hién trong tu v6i quy trinh commit, nhung khéc trong qua trinh stir dung céu 1€nh
update trong file .bat
5.2 Sao lru co sé¢ dir liéu database HIS, EMR
(thiee hién song song 2 co ché duplicate va daily)
a. Sao luu theo co ché 1 may chu chay chinh, 1 may chu chay backup dir licu.

- May chii chinh hang ngay xuét ra file backup dit liéu truc tiép trén may chu dong
thoi copy phai backup ra may chi phu ;

- Phin mém thyc hién copy dit liéu theo lich dit sin duge cAu hinh tuy chinh theo
nhu ciu ctia Bénh vién.

»_j Backup FPT.bat - Notepad

File Edit Format View Help

@ echo Copying data ..

@ echo off

xcopy "\\1@.3.1.58\eHospital DKQuanghinh" “D:\Backup FPT" /D /Y /Z /I JE
@ echo Done.

pause

b. Sao Iuu theo co ché 14p lich backup daily
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(@ Task Scheduler - 0O X
File Action View Help

Name Status  Triggers
:yAdobe Acrohak w Ready Hulnple triggers defined Boslidt 8
2g 2 &) Create Basic Task...
| %  Create Task...
& CMCocUpdate... D|sab|zd At 11:03 PM every day - After triggered, repeat every 1 hour for TP st
5 GoogleUpdateT.. Ready  Multiple triggers defined L] 1E@ Displey Al Running Tesks
& GeogleUpdateT.. Ready At %20 PM every day After triggered, repeat every 1 hour for a % &1 Enable All Tasks History
> £2 New Folder...
Genenl Trggers Acions Condtions Setings Hstory(dssbes) | Vew :
Name: iBackup sang & Refresh
Location: fick
Authen MRBURAdmin
Description: P Run
i ® End
& Disable
Export...
Security opticns o Froperies
3 s x Delete
When running the task, use the feliowing user account: 1
Admin H Hep
% Run only when user is logged on =
i

¢. Sao luu 1én cloud server dugc dit tai IDC Viettel theo co ché daily, str dung giao thirc
FTP

. Dashboard : ; PERSON

860.8057/1026 « 2975735

Access iy

secsivey e mxm;aémm:mm»emwm

5 3 Sao lu’u dlr lleu hinh danh PACS
Hé théng PACS luu trit di liéu trén hé théng SAN hoic NAS
Hé théng SAN hogc NAS duoc trang bi cong nghé raid dé dam bao khi mot & cing
bi héng thi khong bi mét dit liéu.
5.4 Quy trinh phuc hdi dit lidu:
Xéc dinh loai dir liéu bi méit: HIS-LIS, EMR, PACS...
Xac dinh cac nguén luu trit dit liéu twrong tng véi cac loai dit lidu
Chon phuong an khéi phuc dit liéu
a. Ddi v6i loai dit liéu Database HIS-LIS, EMR, PACS:
e Thay d6i IP cua may slave vé may chu Master
e Restore bén tin .bak dailty gin nhét tir cc ngudn dir liéu: File backup local,
file backup tai cloud server
e Khéi phuc tir log lru SQL tir phan mém
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e Khoi phuc tir log statement méy chu Iuu trit toan bg query cua phén mém
b. D6i v6i loai dit liéu EMR, PDF file hosic HL7 file
e Khoi phuc tir may chi backup --> copy folder luu trit pdf file vé ding
duong din duge Iuu trit trong Database v
o Giai ma file ma hod tir server cloud --> copy vé local va dit ding duong
dén pdf file ciia database

e Khoi phuc tir dit liéu HL7 CDA
e Khéi phuc tir dit liéu HL7 fhir
c. D6i véi loai dir liéu 12 hinh anh PACS DICOM

e Duoc phuc héi tir backup local: SAN, Server backup
e Duoc phuc héi tir dit liéu backup daily tir Cloud

6. BIEU MAU/PHU LUC

TT M3 hiéu

Tén Biéu mAu/ Phu luc

1.

7. HO SO LUU TRU

TT

Tén hé so

Noi lvu

1.

Luuy: Sau khi hét han, chuyén hé so xuo"ng b phan luu trit cua Bénh vién da khoa tinh

Qudng Ninh.




