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1. MUC DICH

Quy trinh nay nhim quy dinh cac budc luu trit va sao hru, phuc h6i du lieu cua he 
thdng Cong nghe thong tin dS dam bao toan du lieu cua benh vien khi he thdng gap su 

ACO.

Du lieu benh vien dune luu tru tap trung tai cac thi^t bi:
• May chii chinh Database
• May chu ung dung
• May chu du phong
• Thiet bi luu tru SAN
• Cloud Server dat tai Viettel IDC

Chu thich: tuy theo nhu cau va muc do tang trubng du lieu, benh vien se d£u tu 
them may chu, them thi^t bi SAN/NAS va them cloud server d£ dam bao du dung luong 
luu tru, luu tru an toan, bao mat cac du lieu.
2. PHAM VI

Trach nhiem ap dung: bo phan CNTT va cac khoa phong.
3. TAI LIEU VIEN DAN• •

Tieu chuin TCVN ISO 9001:2015.

4. DINH NGHIA/VIET TAT

*Admin: To trudng to He thong mang, nguoi chiu trach nhiem quan ly su van 
hanh toan bo he thong mang;

* He thdng CNTT: Toan bo co so han tSng trang thidt bi CNTT, he thdng phdn 
cung, ph^n mdm, CSDL thidt lap nen he thdng CNTT trong Benh vien cung nhu he 
thdng logic CNTT cua Benh vien;

* He thdng Server: La he thdng cac may chu dat tai phong may chu t£ng 10 nha D 
cua benh vien. Tu day he thdng may chu cac thidt bi mang, duoc kdt ndi vdi nhau dd 
thiet lap nen mang logic van hanh boat dong dn dinh thdng sudt trong toan benh vien.

*Sao luu du lieu: la khi he thdng cd su cd va bi mat du lieu, cd thd dung du lieu 
dim phong dd thay thd, phuc hdi du lieu trdn he thdng.

*Phuc hdi du lieu: la khi he thdng cd cd su cd va bi mat du lieu, cd thd dung du 
lieu de thay thd, phuc hdi lai du lieu trdn he thdng.

*Sao luu ty dong: Backup server se tu dong sao luu du lieu theo lich do phong 
CNTT cai dat. Tat ca du lieu duqc sao luu tu dong qua cac budc sau:

• Xac dinh du lieu can sao luu.
• Dat lich sao luu tu dong.
• Khai bao dia chi luu du lieu.
• Kidm tra thudng xuydn du lieu duoc sao luu, dam bao du lieu sao luu phai 

duoc toan ven.



QUY TRINH Ma: QT CNTT-04
Un BH: 01
Ngay hieu lye: 09/12/2022
Trang: 3/6

*

View Help

/D /Y /Z /I /E

Actions

Name: A :

MRBUIXAdmin

-day • -z ~Bockupsang

5.1 Backup du1 lieu EMR- Ho so1 benh an dien tu*
- Sao luu du lieu sang may chu backup

• HL7 CDA file (ban tin ma hod va khong ma hod)
• HL7 Fhir file (ban tin ma hod va khong ma hod)
• PDF ky so file (ban tin ma hod va khong ma hod)

- Sao luu du lieu sang may chu cloud duoc dat tai IDC
• Su dung giai phap SVN server

Commit du lieu backup EMR duoc ma hoa tir Local
Tai may chu backup local thuc hien add force va commit du lieu HL7 CDA, HL7 fhir va 
pdf ky so duoc ma hoa len CLOUD server duoc dat tai IDC Viettel theo cau lenh trong 
file .bat

BENH VIEN DA KHOA 
TINH QUANG NINH

Location:

Author:

Description:

Triggers

Multiple triggers defined

At 11:?? PM every dav

Phan loai du lieu: du lieu sao luu duoc chia lam 3 dang chinh sau:
• Co so du lieu cua phan mem HIS, LIS, PACS, EMR (SQL Server)
• Cac file PDF, HL7 cua phan mem EMR
• Cac file anh DICOM cua he thong PACS

5. NOI DUNG QUY TRINH

-I

Ta-.k Scheduler Library 

gj Create Basic Task... 

>*- Create Task...

Import Task...

Display All Running Tasks

Enable All Talks History

23 New Folder...

View

Refresh

13 Help

Selt't"dltem 
b Run

■ End

Disable

Export...

® Properties

JiC Delete

13 Help

Oj Backup FPT.bat- Notepad

File Edit Format

SAO LlfU PHUC HOI 
DtTLIEU

Thuc hien lap lich cAu hinh commit du lieu bang phdn m6m Task scheduler, tro tdi file 
.bat duoc c&u hinh, lich duoc lap ddy du lieu backup len hang ngay, mdi ngay 05 Idn

Task Scheduler —  X

File Action View Help

Task Scheduler (Local)

~ Task Scheduler Libra,
> E2 Microsoft

@ echo Copying data ..
@ echo off
xcopy "\\10.3.1.50\eHospital_DKQuangMinh" "D:\Backup FPT" 
@ echo Done.
pause

Security options ............................................................................................................................

When running the task, use the following user account: 

Admin

Run only when user is logged on

Name Status

•T") Adobe Acrobat ». Ready

AutoPico Daily ... Readv

«_________________ __
C.y CocCocUpdate... Disabled At 11:C3 PM every day >

CocCocUpdate... Disabled At 11:03 PM every day - After triggered, repeat every 1 hour for a
S'GocglellpdateT._ Ready Multiple triggers defined

GocgleUpdateT... Ready At 7:20 PM every day - After triggered, repeat every 1 hour for a < 
n.i ■r-.yri.' ,•>- •--------------A—.......

General Triggers Actions Conditions Settings History (disabled) 

: Backup sang
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b. Sao luu theo ca che lap lich backup daily
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Copying data ..
\\10.3.1.50\eHospital_DKQuangNinh\ehospital_backup20012020

I HS C:\Windows\system32\cmd.exe
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Update du lieu len cloud tu du lieu backup local
Thue hien tuong tu voi quy trinh commit, nhung khac trong qua trinh su dung cau lenh 
update trong file .bat
5.2 Sao lira co’ so* du* lieu database HIS, EMR
(thuc hien song song 2 ccf che duplicate va daily)
a. Sao luu theo co che 1 may chu chay chinh, 1 may chu chay backup du lieu.

- May chu chinh hang ngay xuat ra file backup du lieu true tiep tren may chu, dong
thbi copy phai backup ra may chu phu i i

- Phan mem thuc hien copy du lieu theo lich dat san duoc cau hinh tuy chinh theo 
A

nhu cau cua Benh vien.
.23 Backup FPT.bat- Notepad

File Edit Format View Help

@ echo Copying data ..
@ echo off
xcopy ”\\10.3.1.50\eHospital_DKQuangNinh" “D:\Backup FPT" /D /Y /Z /I /E
@ echo Done.
pause
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□ x

General ►

Name:

Dashboard PERSON

I0K

Acceisttv :vC4«2

SK'K >«y

iBackup sang Ready ■fit 12a!) Severy day

cont

BENH VIEN DA KHOA 
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Location:

Author:

Description:

Security options

V.'hen running the task, use the following user account: 
Admin

Run only when user is logged on

Triggers

Multiple triggers defined

At 11:59 PM everyday

SAG LlTU PHUC HOI 
Df LIEU

I

A 

mem

Actions

Task Scheduler Library

Create Basic Task...

@ Create Task-

Import Task...

Display All Running Tasks 

i;j Enable All Tasks History 

£2 New Folder-

View

01 Refresh 

0 Help

860.8057/1026 as

a;:I

SJO5.M

2975783

@ Task Scheduler

File Action View Help

| |
@ Task Scheduler (Local)

v ,c Task Scheduler Library
> L.~ Microsoft

5.3 Sao liru dir lieu hinh anh PACS
He thong PACS liru tru du lieu tren he thdng SAN hoac NAS
He thong SAN hoac NAS diroc trang bi cong nghe raid d£ dam bao khi mot 6 cung 

bi hong thi khong bi mat du lieu.
5.4 Quy trinh phuc hoi dir lieu:

Xac dinh loai du lieu bi mat: HIS-LIS, EMR, PACS...
Xac dinh cac nguon luu tru du lieu tuong ung vdi cac loai du lieu
Chon phuong an khdi phuc du lieu

a. Doi vdi loai du lieu Database HIS-LIS, EMR, PACS:
• Thay doi IP cua may slave ve may chu Master
• Restore ban tin .bak dailty gdn nhdt tu cac ngudn du lieu: File backup local, 

file backup tai cloud server
• Khdi phuc tu log luu SQL tu ph&n

Selected Item

E> Run

■ End

Disable

Export...

k Properties

X Delete

□ Help

Un BH:

Triggers Actions Conditions Settings History (disabled)

I Backup sang

\
MRBUhAdmin

c. Sao luu len cloud server duoc dat tai IDC Viettel theo co chd daily, su dung giao thuc 
FTP

Name Status

(Jr Adobe Acrobat... Ready

AutoPico Daik'— Ready

•I
iy CccCoclIpdate- Disabled At 11:03 PM every day ?

CocCoclIpdate... Disabled At 11:03 PM every day - After triggered, repeat every 1 hour for a
@ GoogleUpdateT... Ready Multiple triggers defined
<J>GoogleUpdateT... Ready At 7:20 PM every day - After triggered, repeat every 1 hourforac

------ ".....- ------------- -------------------------- /
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7. HO SO LVU TRtr

Ten ho so1 Noi luu
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Luu y: Sau khi het han, chuyen ho sa xuong bo phan luu trit cua Benh vien da khoa tinh 
Qudng Ninh.
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7 A X• Khdi phuc tu log statement may chu luu tru toan bo query cua phan mem 
b. D6i vol loai du lieu EMR, PDF file hoac HL7 file

• Khdi phuc tu may chu backup -> copy folder luu tru pdf file ve dung 
ducmg dan duoc luu tru trong Database

• Giai ma file ma hoa tu server cloud -> copy ve local va dat dung dudng 
ddn pdf file cua database

• Khdi phuc tu du lieu HL7 CDA
• Khdi phuc tu du lieu HL7 fhir

Ddi vdi loai du lieu la hinh anh PACS DICOM
• Duoc phuc hdi tu backup local: SAN, Server backup
• Duoc phuc hdi tir du lieu backup daily tir Cloud

6. BIEU MAU/PHU LUC


